2016: hacking your bank with your
kettle
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Who are we

A team of expert security testers and reverse
engineers

Security vulnerability testing

Application code reviews TO ny G e e

Cyber Essentials

¢F NBHSUSR LIKAaKAY3 FiadlO1a |yR @NORYgee2 NI RO
exercises T o

Security awareness tony.gee @ pentestpartners.com

In fun time, carry out extensivi@Tsecurity
research loT blog:
Samsung smart fridge WWW. pentestpartners.com
Mitsubishi Outlander
Smart TVs
Ransomware foloTthermostats
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Hacking used to be this
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TalkTalk cyber-ati DDosS attack that di Tesco Bank blames ‘systematic
'significant’ breaclargest of its kind in Sophisticated attack® for account losses

® 7 November 2016 Business < Share

@ 23 October 2015 UK
Dyn, the victim of last week's denial of
using a weapon called the Mirai botnet

Major cyber attack disrupts internet

customers as fast as possible” been reports of an extraordinary attack strength o7 1.2 Tagco Bank's chief executive has blamed "a systematic, sophisticated attack"
for the money taken from 20,000 of its customer accounts.

The cyber-attack that brought down mi

Police are investigating a "significa caused by a new weapon called the Mir Benny Higgins said the bank knew "exactly" what the attack was, but could not say
TalkTalk website, the UK company : kind in history, experts said. more because it was part of a criminal investigation.



Money. Fame. Glory!

Is it as big a threat as reported?

Yes
Low riskg High reward
Easy to do
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End User Targeting

End user targeted Hackers demand Lincolnshire County
Council pay £1 million ransom

Around 300 of the council’'s computers have been affected

Email with attachment received

Peter Yeung | @ptr_yeung | Saturday 30 January 2016

Ransomware installed
Council recelves a demand for £1 million

Shut down all computers to fixgone back
to paper and pen!
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Easy way to steal cash

Adobe 2013: 30 million customer credit cards ~ Adobe warns 2.9 million customers of
stolen data breach after cyber-attack

Software company discloses hack and advises customers that names and
. . ) encrypted credit card numbers may have been stolen
More Interesting: —— :

150 million usernames and passwords
Username was email address

Check if you have been breached here:
https://haveibeenpwned.com

€ Adobe's chief security officer said he did not believe decrypted credit or debit card numbers were stolen.
Photograph: Paul Sakuma/AP Paul Sakuma/ASSOCIATED PRESS

A D Y ANNNANN

e, The computer software company Adobe has been hacked, potentially

P EN TE ST B\RT NERS compromising the data of 2.9 million customers, the company revealed on
Thursday.


https://haveibeenpwned.com/

Fixing password reuse

Good advice:

Set a strong unique password right?

Passphrase, but pad your password with local

chars

££1TheDarkS1deOftheMOON!££E
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COMMON WORDS
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2" =550 YEARS AT
1000 GUESSES/SEC

DIFRCOLTY TO GUESS:
HARD

DIFFICULTY T® REMEMBER:

YOU'VE ALREADY
MEMORIZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PRSSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.




The easy way

Set one strong passphrase use the tool to generate a One master password
complex unique password for every other account. You l
only need to remember one passphrase. Easy!

For free! Mobile apps, always in sync with PC/Mac ?

|
@ LastPasserrm
KeeP %‘“
E-f.:r“: & - - k
Password Saf ED"E %
k Password Safe J
t\ Simple & Secure Password Management 1Password Amazon Web M'all eBay
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What your phone says about you
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What's on our phones

Passwords to your emalill
Your Facebook/Twitter/Linkedln account
Sensitive notes

Bank apps
Payment cards
Amazon/eBay/PayPal

LYl 3Saxoo
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How do you keep it secure?
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