
2016: hacking your bank with your 
kettle



Who are we

A team of expert security testers and reverse 
engineers

Security vulnerability testing

Application code reviews

Cyber Essentials 

¢ŀǊƎŜǘŜŘ ǇƘƛǎƘƛƴƎ ŀǘǘŀŎƪǎ ŀƴŘ ΨǊŜŀƭ ǿƻǊƭŘΩ 
exercises 

Security awareness

In fun time, carry out extensive IoTsecurity 
research

Samsung smart fridge

Mitsubishi Outlander

Smart TVs

Ransomware for IoTthermostats

Tony Gee
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Hacking used to be this



Hacking now



Why Hack?

Money. Fame. Glory!

Is it as big a threat as reported?
Yes

Low risk ςHigh reward

Easy to do



End User Targeting

End user targeted

Email with attachment received

Ransomware installed

Council receives a demand for £1 million

Shut down all computers to fix ςgone back 
to paper and pen!



Easy way to steal cash

Adobe 2013: 30 million customer credit cards 
stolen

More interesting:

150 million usernames and passwords

Username was email address

Check if you have been breached here:
https://haveibeenpwned.com

https://haveibeenpwned.com/


Fixing password reuse

Good advice:

Set a strong unique password right?

Passphrase, but pad your password with local 
chars

££!TheDarkS1de0ftheM00n!££



The easy way

Set one strong passphrase use the tool to generate a 
complex unique password for every other account. You 
only need to remember one passphrase. Easy!

For free! Mobile apps, always in sync with PC/Mac

One master password

Amazon
Web Mail eBay



What your phone says about you



What's on our phones

Passwords to your email

Your Facebook/Twitter/LinkedIn account

Sensitive notes

Bank apps

Payment cards

Amazon/eBay/PayPal

LƳŀƎŜǎΧΦΦ

¸ƻǳǊ ƭƛŦŜΧ

How do you keep it secure?


